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7+ Elcomsoft Distributed Password Recovery

Recovery  Edit Wiew  Agent  Server  Help
& coply 9 € |'4]= Mew Task | bostart [ | o | W) Enztle (% Disable

i_:l object progress “remaining Hime & elapsed time current sgeed average speed | status

0,000 = o d, 23 h. 42 min. 3 i, i ¢ inprog
W

Recovery

v

7 Elcomsoft Distributed Password Recovery

Recovery  Edit Wew  Agent  Serwver  Help
I\E} fpply 20 2 |'=|'}' Mew Task [} start  Ji | g | | B Delete (_g'" | I’(Ejl Enable 53 Disable

— - . . .
|; I;_: abject progress | remaining kime E elapsed kime current speed average speed | skatus

& 0,029 5% 04 F, 24 i, 41 rnir, 28 059 408 21 016 773  in progress,..
N —————————-—

Recoverw
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optimistic cost to brute simple passwords [a-z]
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$1,000,000

$100.,000

£58.820
$10,000 g2-962

$1,000

; 367

$100

$10 53 .
31— . ' = .
g g 10 11 12

i optimistic cost to brute passwords [a-z0-9]
. §75,935 598
$10,000 000 ;
§1,000 000
$100,000 §5d.202
$10,000 FHE7
§1 000
§100 f—233
$10 —.
§1 . ; ; :
8 g 10 11 12
password length

i # : http://news.electricalchemy.net/2009/10/password-cracking-in-cloud-part-5.html
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Let’s look at one of the update messages; it's pretty clearly basedd encoded. What does it say?

§ echo "aHEOcDowLz JpdCS=se393NINTViigaHROcDovLe JpdCEse38ySZ9 Ihu==""
openssl bhasecd -d
hxxp:/fhic. ly/Ra3TV hxxp:/ /hitc. ly/Z2EoHo

2k, a couple of links/Ong is dead (to a pastebin), one is live.

pastebin.com/pastebin.php?dl=m5222d
c/0

paste.debian.net/43529/download/43529



http://pastebin.com/pastebin.php?dl=m5222dc70
http://pastebin.com/pastebin.php?dl=m5222dc70
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VoIP Tech Chat

Amazon EC2 SIP Brute Force Attacks on Rise

12 comments

Update #1: 12 APR 2010. Amazon NOC’s response.

Update #2: 12 APR 2010. Amazon Statement. - ___ﬁﬁ
Update #3: 13 APR 2010. Amazon Response. ILII amazon

Complaints of rampant SIP Erute Force Attacks coming from servers with
Amazon BZZ IP Addresses cause many admins to simply drop all Amazon BCZ2
traffic. Cenerally, SIP brute force attacks atternpt to register various peer names
to a system and/or attempt ta guess passwords of known/guesses peers or endpoints.

Attacks from the cloud.

The complaints mentioned this weekend show an excessive amount of traffic; with some providers claiming
&G0E of traffic dedicated to such attacks. Since we ourselves received an attack from an Amazon hosted sernver,
we also reported and complained to the Amazon NOC/ Abuse depts. Asefthispestirgrrorespanse o
aekrewtedgererthasbeerresebreaFrarrterazert The response from Amazon is below.

There are various techniques to assist with minimizing DDo% and Brute Force attacks, such as limiting access
via the public internet, using strong passwords, Not mapping extension name to peerfendpoint name,
limiting sirmultaneous calls, and aggressively monitoring usage. Automatic blocking of abusive IP's (fail2ban,
blockhosts, etc.) can also assist with minimizing dam age.

{ Update #1: 12 APR 2010, "Response” from Amazon's NOC ]

o when this happened, | submitted a report to Amazon complaining of the attack. The report was sent to their
abuse and noc mails and contained the standard abuse report, including their host, my host, the protocol,
ports, and description of activity; as well as a sample log.

About 48 hours later, they sent this as a response:

- http://www.voiptechchat.com/voip/457/amazon-ec2-sip-brute-force-attacks-on-rise/
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